@Q' \NFAIV’

CA'—MO

3

10 0\'\')"

Keepin9 your child safe online at

Tl )

grown up before 9oin9 online

AlWOHS be aware

Let a grown-up |<now iF you are worriecl

Keep inJ:ormahon o,ncl Piclures Privo,te

o
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This leo,fle} is based on our e-safelﬂ
}opics this year.

ThroughouL the year we will discuss o
range of eralegies on how lo |<eep
ourselves safe when using devices and
Plaﬂing online. Each term has o
Parhcular focus, in line with recent evenls
or what we, as a staff, feel children need

guidance on in our ever-changing world.
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Al school we believe that IT should be used as a means of enhancing learning and engaging Pupils. ITisnota subject within its own rlg M; rather skills
le are Laughl o,nd Hmen used across Hte enhre curriculum. The aimis to ecluip chi[dren J:or liv'mg in Hle 2|sl centuru; Hus is realised when Hw learning

environment is resourced with up-lo—dale Eechno[ogies and staff have the knowledge and skills bo use these eJ:J:echelB to move leo,rn'mg forwo,rd.

Online Safetu

Within school, pupils are kaught about how fo stay sage in our madern digikal world. The person responsible for Online Sagehy in schaol is Sarah Willes
(Headkeacher). Ty you hove any concerns abouk anline sagey please contack any member of stage

Below you will sind o range of usegul Parent Guides o help you keep your child sage while online

The CEOP websike conkains some really imporkant ingormakion or parents and the Childnek sike gives helprul quidance on social nehworking ror parents
The Sager Infernek sike also provides advice on sefting up parental cankrols an your home compuker

The Click Clever. Click Sage sibe has loks of usepul ingormakion obouk Cyberbullying

i UK Safer

Childnet Internet uc ‘

I ntern atl OoNaga | Cen'l're UK COUNCIL FOR CHILD INTERNET SAFETY
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https://www.thinkuknow.co.uk/Parentsold/
http://www.childnet.com/safety/parents.aspx
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers
http://www.nidirect.gov.uk/the-click-clever-click-safe-code-information-for-young-people

AS POFCI’IITS HOU can help bﬂ

. Having open discussions aboul your expectahons cmcl how to slalj safe onl'me

«  Play with your child and access the devices fogether so you can understand whak they are doing

+  Closely moniloring the sites your children are accessing

«  Limiling the amounl of lime your allow your child lo spend online or using gaming devices

«  Discouraging the use of social nebwork sites such as Tik Tok, Instagram, Facebook and Snapchal - however., i your child does use social media
remind them to only communicale with priends and ramily (people they know and brust in the real world), and also fo ensure thal their privacy selfings
are set high and lo make them aware of how o report an incident ig they reel uncomportable.

«  Ensuring they do not give out any personal details ko peaple they meel online including on games consoles such as Xbox and PS3.

«  Take notice of PEGI ralings - age raking is there for a reason and could mean that your child is being exposed bo inappropriate makerials i you do

not abide b}j them.
o Check your child’s devices dailﬂ lo see what Hmeg have accessed and who H‘teH have connected with
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Online and OLcline shll ulpsets Hle same

STARTS WITH YOU Asa school, we have been Hlinking all year about our emational well—being, minclfulness
il and relaﬁonships. This year our e—safeh\.j week has been focused around Friendships
Online. We want children to think about how H’LGH balk LOfriends online, and how lo

respond when we are U,PSGIT.

Our |<e5 Poinks discussed in school were:

. Alwo,gs be kind and reslpectrul bo others online — it makes the

in}erne}fun o,nd SOJ’IGJ’IOF evergone.

* MOI(G SO:FG ChOiCCS - |<eep PCFSOHO[ informo,hon li|<e name or SChOOl Privo,te o,nd never o,gree LO meek UP WiH‘t someone HOU, onlg

|<now onl’me.

* IIT’S OI(O,H LO SOH no LO People online - leU, arein control. If someone SO,HS or ClOCS someHling H'LO,L mo,|<es HOUJ:BG[

uncomfor}o,ble, BOU never hOVC ITO dO someHmingJust because an onlinefriencl hO,S tOld HOU LO

° AlWOHS leu an o,duu EF angone or o,nleung online mo,|<es HOU, worried, U,PSCIT or uncomforfo,ble.

Would HOU be mean tLO someone on Hle playground? W/IH WOUld yOU dO

if online?

Please lalk to your child athome to support them be kind online.
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Screen hme: when is il hme lo swilch oJch?

Electronic devices are becoming a lo,rge Po,rt of everﬂdaﬂ life and we cannot expecL our
children lo 'swi}ch—oH‘ enhrelﬂ. We need o equip them with skills and slrategies bo help them

manage their screen lime and know when it is lime fo fake a break

In Summer term, we discussed the usefu,lness Of screen lime (learning new skills, keeping in
bouch and developing good hand—eﬂe coordinalion). We also discussed whg TOO MUCH can be ho,rmful bo us, and how lo recognise the signs thatit's lime ko swilch—oH.
Whg boo much can be harmful:

Can ge} Cross or S(ld

Nob spend lime oulside

Nol s'pend lime with_’mmiltj

HUFL gOUF eges o,nd hands

Can slop you crom sleepinq
T J J ] J

Can mo,|(e ou maore for et Ul damo, € your brain

Our advice:
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Name E;Z;mme"ded Safetg hps Polenlial dongers
13+ Restricted Mode™ helps filler-out mosk explicit and adulk Inappropriate conkent (gra hic, swearing in
Y[lll content. I} also screeF:Lsfou} comments onPo,H videos your com[:rfenﬁ; and in videosg) P :
YouTube child walches. You will need o ‘swilch on' restricted mode
on each device and browser you use. Immediale video slarhng aukomo,ﬁcqug aﬁer several
seconds — the conlent mighk not be aPProPriate.
TrH using KidsTube' instead of YouTube. I}is an app
sPecificallH designedfor kids, makes it eo,sierfor children
and parenks lo f'mcl conlent H’»eg are interested in. The
child-Frienle video sharing app is free lo download for
Android and i0S.
Tik Tok 13+ Cho,nge the “Allow others Lofmd me }oggle 0 your BU defo,u“, TikTok creales a Public Prople 0 anyone

)

TikTok

Child,S OCCOUHIT cannol be searchedfor

Toggle Hw SWil?ChJ_‘OF "Privale ACCOU,an." YOU can G,lSO
select WhO can send UOU, comments and direc} messages,
o,nd WhO can dO a duek WiH‘l HOU.

PFiVOCU 8( SO\J_‘GITH > disable AHOW DOWI’I[OQd ITO SITOP oH‘ters

downloading videos.

Use "Friends" seHing ko complekelg limik conkack wiH1

stro,ng ers.

on TLI(TO'( can WOITCh HOUF vicleos as well as dOWﬂlOOd

o,nd commenk an Hlem.

(Challenges' that are inappropriake for young
children

Audio fracks with explicit lgrics

Videos wiH1 aduu contenf

Calmore Infant SChOOl Keeping YOUJ‘ Chlld SO,JTG Online leafle} 2025
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Netflix

Sek upa (Kidsl Proﬁle — this willfiuer ou[ non-

OPPFOPHQITC conLent

SWil?Cl‘L on PQI’CI‘II?Q[ COI‘II?FO[S
(l_Og in> Accounk > SGHT'WLSS > Parenkal COT’Lh‘OlS >
Creo,ke a PIN) Children canno} access COI‘IITGHIT WiH‘LOUlT a

PIN.

Block Parhcular shows
Manage Proﬁles" > Change the "Kids” prople bo "Adull” >

unclick the "Kids™ Pro;ile > Enler the "Kids™ PrOfile and
move fo the Offending show bﬂ clicking the "Thumbs

Inappropria}e contenf/age-rela}ed ShOWS

Immediale video sfarhng aulomahcallﬂ aﬁer 5
seconds on the next episode.

Robqu T+

o,PProPrio,Le content.
Parental Pin (disable chal)

Enler the correct dale of bierfor your child's account.
This will Lrigger the aPPropria}e safe-cha} with a higher
level of fiuer'mg.

Use separa}e Po,ren} log'm $0 you can check up on your
child’s inkeracﬁons.

Ensure POSSWOFd PFOLCCHHS credi} CO,FCI,S an HOU,r
sgstems, SO0 Nno unanﬁcipaked PUFCl’lQSGS are mo,de.

Down” icon.
Name Recommended Safelg lips Polential dangers
age?
'Age Visibililﬂ' bool o determine seHingspr age Alot of content isplkerecl, bul there are some horror

and mild violence (weo,Pons) and scenes which

younger children magfindfrightening.

Children are incenlivised ko make purchases in the
game with real money.

Befriending ero,ngers
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Forlnite 2+

On console direcHH (ko disable chat, Purchasing etc).

Make sure ITO blOCl( Onl:j PlOHerS H’LO,IT are making HOUF Child

u,ncomfor}o,ble bg clicking on "Reporl Plo,ger

Ensu,re PGSSWOFd ProLecHng credi} CQFdS on HOUJ‘

sgslems, S0 no unanﬁcipaked PU,rChO,SGS are made.

Violence (weapons)

Short malches and accessible gameplaﬂ make the
game addichive.

Text ChGlT co,nno} be Lurnecl O_H.' - to,“('mg LO s}rcmgers
and bad language

Children can make Purchases in the game with real
money which appear as VBucks’

Recommended

age?

Safe}\tj Hps

Potential dangers

16+

Conlrol the sork of interaclions your child can have with
other Plaﬂers online in these seHings.

Ensu,re PGSSWOFd Prokecﬁng credi} CQI"dS on HOUJ‘
sgstems, SO no unanhcipaked PUJ‘ChOSGS are made.

Sef UP HOUF console or PC ITO limit access ITO older PEGI

rahng games.

Blood and 9raphic images

PlaHing with friencls means U,‘ you leave during the

game, you let your leam down; making it addiclive.
Violence (shoohng)

In go,me PUJ‘ChOSGS ro,ngefrom £7qq l?O £7qqq

1+

|2 +J.‘0r SlTOFH
Mode

Mute, block or reporL plaHers in-game from inside the
go,me's pause menu.

Sel mulﬁplager Permissions;or worlds. Toggle off will

Prevenk online PlOH on Privake worlds.

Swear words are aukomahca“g fiuered out in chats.

Mild violence
GeHing inviles from strangers

Talking to skrangers

Calmore Infant SChOOl Keeping YOU,F Chlld SO,JTe Online leafle} 2025
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18+

Disable gore and O,dU,“f language -

Menu > Opﬁons > Content Filler > Sel Gro,Pl'tic Conlent o
Off.

Manua“g burn Off voice communicakion in seHings of

PS&, Xbox, PC batlenet

Ensu,re PGSSWOFd ProLecHng credi} CQFdS on HOUJ‘

SUSITGmS, S0 no unanﬁcipaked PUJ‘ChOSCS are made.

SPecificaHH Largebed ot mabure audiences with age-
related content.

Extreme violence, bo,LHefielcl irﬂ uries and erong

lang uo,ge

VOiCS chak aufomahcalll:j connecks kO OH’LGF PLOHGFS

unless sPecificaHH burned Off.

Children are incenlivised ko make purchases in the
game with real money.

No,me

Recommended
age?

Safell:j hps

Polenlial dangers

iPads/}able}s

Limit screenlime using seHings in iPad/tablel

SeHings > screentime > add limik

To limit lime on the device. There are also apps such as
'StaH Focused which can swilch Off access lo apps
during sek limes or will recluire a Po,ssword, lo gain

access.

Stalj around your child while Hweg are on the device fo
monilor content and lalk bo them aboul what Hweg are
accessing.

Accessing ino,PProPrio,Le conkenh fo,“(ing with People
H’LCH do not know.

Addiclive usage of screenlime.
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IQGGSOI’IS 1'0 use Pur/ole Mash!j

L ILL,S sare

L IFS,['I’"GG

L Il' encourages l@Cll’Tliﬂg across H’le curriculum

® ILL’S engaging and Ioeorecffor a lLEC/InOlOgH-C{FiVGI’I

generah‘on

® ILL,SJ['UI'I./

T love the wrihng

and makths on it

g “There's lots of

-

qun games ITO

Plag.“

~

J
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g ASK'YOUR CLASS )

TEACHER FOR YOUR
CHILD'S LOGIN!

N\ J

-

( “The dro,w'mg \

o,nci colourmg is

FGOHHJ’.‘UH."

J
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hH'ps://www.net—aware.org.uk/

Mtlps://www.sogrerintemeforg.u|</

ths://www.so,Jre[rme.co.uk/

hHlps://www.inlemetmaHers.org/

U@@}f L',H, H,U,W"S)jf@lf P@F@@ES

hHPsz/ Jwww.childnel.com/ resources/smo,rhe—fhe—Ipengu,'m

I’IHTIDSI//WWW.H’liﬂl(Ul(ﬂOW.CO.UI(/S 7/

hHPSI//WWW.gUiding tech.com/
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https://www.net-aware.org.uk/
https://www.saferinternet.org.uk/
https://www.safe4me.co.uk/
https://www.internetmatters.org/
https://www.childnet.com/resources/smartie-the-penguin
https://www.thinkuknow.co.uk/5_7/
https://www.guidingtech.com/

